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e Sanitizable signatures: [CL13]

@ Redactable signatures: [CDHK15] and [San20]

@ Structure-Preserving Signatures on Equivalence Classes
(SPS-EQ): [HS14], [DHS15] and [FHS19]

@ All previous constructions leak the issuer’s identity
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Controlled form of malleability: (o, m) — (o, m’)
Message space can be partitioned into equivalence classes
eoeg, mMeG ~gmcGt — p€ Zyst. m =pum

Unforgeability holds with respect to classes

Message-signature pairs in the same class are unlinkable

Recently extended to consider equivalence classes on the key
space (e.g., [BHKS18, CL19, CL21])
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@ A credential is a signature on a (randomizable) accumulator
representing a set of attributes

@ A credential showing involves the joint randomization of a
message-signature pair

@ The accumulator ([Ngu05]) uses batch membership proofs to
allow constant-size showings

e Main drawback: expressiveness is limited
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Towards improved constructions

@ We focused on improving the following aspects:

o expressiveness (extending the accumulator)
o efficiency (leveraging user/verifier costs)
e security model (GG} Standard model + CRS)
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@ Incorporated a proof of exponentiation ([Thal9]) to
outsource computational cost from the verifier to the user

@ Proposed a 1-out-of-n NIZK OR-proof so that users can hide
the issuer identity during a showing

e Extended the security model from [FHS19]
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Signer-hiding: Construction

e Main idea:
e Randomize the credential and issuer’s public-key consistently
e Present them to the verifier alongside a proof of correct
randomization of issuer’s public-key

@ The 1-out-of-n OR-proof is a fully adaptive NIZK argument

@ Users can select arbitrary long sets of public keys to compute
a proof with linear cost
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Signer-hiding: Formalization

An ABC system supports signer-hiding if for all A > 0, all g > 0,
alln>0,allt>0,all ¥ with0< |X| <t all ) #S C X and
0 #D¢Z X with 0 < |D| < t, and p.p.t adversaries A, the
following holds

[ pp & Setup(1*,19);
Vi€ [n] : (osk;,opk;) & OrgKGen(pp);
(usk, upk) < UsrKGen(pp);j < [n];
(cred, T) & (Obtain(usk, opk;, X),
Issue(upk, osk;, X));
| J* ¢ A% (pp, S, D, opk;)icin]) ]

Pr

S|

Octavio Perez Kempner DIENS, Ecole normale supérieure, CNRS, PSL University, Paris, France 19 / 22



@ Attribute-based credentials

© Structure-Preserving Signatures on Equivalence Classes
© The ABC framework from [FHS19]

@ Overview of results

© Signer-hiding

© Conclusions and Future Work

Octavio Perez Kempner |17 DIENS) Ecale narmale Sipérietre) CNRS] PSL Univereiy Pare Franea ™ 20/ 22



Octavio Perez Kempner |17 DIENS) Ecale nermale Sipérietre) CNRS] PSI Univerdiy) Pare Franea " 21/ 22



Conclusions and Future Work

@ Our results explore multiple paths to extend the ABC
framework from [FHS19]

Octavio Perez Kempner DIENS, Ecole normale supérieure, CNRS, PSL University, Paris, France 21 /22



Conclusions and Future Work

@ Our results explore multiple paths to extend the ABC
framework from [FHS19]

@ We obtained a more flexible framework leveraging different
trade-offs

Octavio Perez Kempner DIENS, Ecole normale supérieure, CNRS, PSL University, Paris, France 21 /22



Conclusions and Future Work

@ Our results explore multiple paths to extend the ABC
framework from [FHS19]

@ We obtained a more flexible framework leveraging different
trade-offs

@ The proposed signer-hiding notion enables more use cases

Octavio Perez Kempner DIENS, Ecole normale supérieure, CNRS, PSL University, Paris, France

21/ 22



Conclusions and Future Work

@ Our results explore multiple paths to extend the ABC
framework from [FHS19]

@ We obtained a more flexible framework leveraging different
trade-offs

@ The proposed signer-hiding notion enables more use cases

@ Exploring the use of aggregatable signatures with SPS-EQ in
the multi-authority setting could enable even more use cases

Octavio Perez Kempner DIENS, Ecole normale supérieure, CNRS, PSL University, Paris, France 21 /22



Conclusions and Future Work

@ Our results explore multiple paths to extend the ABC
framework from [FHS19]

@ We obtained a more flexible framework leveraging different
trade-offs

@ The proposed signer-hiding notion enables more use cases

@ Exploring the use of aggregatable signatures with SPS-EQ in
the multi-authority setting could enable even more use cases

@ Devising other ways to define equivalence classes could lead to
new and more efficient constructions
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